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inquiry for corporate directors who want to take
their cybersecurity oversight and supervision
responsibilities seriously. These recommendations
provide the requisite strategical framework for
boards of directors to engage in an intelligent,
thoughtful and appropriate supervision of a
company’s cybersecurity risks.
The first article of this series discussed
cybersecurity considerations relating to the
governance, practices, policies and procedures
of a strong cybersecurity program.

While opinions vary, everyone
seems to agree that corporate
boards need to bring a
greater
sense of urgency to address
the growing business risk of
cyber-attacks.

Data Mapping
Gathering the data and
devices relating to a cyberattack is the first and one of
the most critical steps of an
incident response.
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Every cyber-attack response begins with the simple notion
of digital preservation, i.e., collecting and preserving, in a
forensically sound and evidentiary unassailable manner, any
electronically stored information (ESI), devices, logs, etc.,
that could become relevant to the cyber-attack.
Gathering the data and devices relating to a cyber-attack
is the first and one of the most critical steps of an incident
response. The most effective investigative methodology of
a cyber-attack is one based on targeted incident response
practices and does not solely rely on “signature detection”
technologies, such as antivirus software.

• General use data, such as information published on

Rather, careful investigators employ an iterative process of
digital forensics, malware reverse engineering, monitoring and
scanning. As analysis of known or suspected compromised
systems identifies new “Indicators of Compromise” (IOCs),
investigators will examine network traffic and logs, in
addition to scanning hosts for these IOCs. When this effort
discovers additional systems, those systems are forensically
imaged and analyzed, and the process repeats. Armed
with the information gathered during this phase of “lather,
rinse, repeat,” a victim company can begin efforts to
remediate the malware, rebuild infiltrated or infected
systems, reset compromised account credentials, block
IP addresses and properly initiate network and host
monitoring in an effort to detect additional attempts by
the attacker to regain access.

the company website and included in public releases
or disclosures;

• Internal use data, such as non-confidential internal
communications; and

• Confidential data, such as information carrying a legal
confidentiality obligation like attorney-client work
product or privileged attorney-client communications.
Confidential data in particular requires careful, methodical and
thoughtful organization. For example, a company might break
down confidential information more narrowly and as follows:

• Information subject to protection under specific
government statutes or regulations, including medical
records protected under HIPAA or financial records under
SEC Regulation S-P;

The most effective
investigative methodology
of a cyber-attack is one
based on targeted incident
response practices and does
not solely rely on “signature
detection” technologies.

• Commercially sensitive information about the company or
its customers, such as trade secrets, future business plans
or negotiation strategies;

• Contractually protected information subject to a particular
customer agreement regarding that customer’s data; and

• Other confidential or sensitive information important to
a company.
Data mapping is already a process that is expected of
regulated entities, such as financial firms, for compliance
reasons, but data mapping also has grown into an expectation
for cybersecurity reasons. For instance, in the SEC’s
Cybersecurity Module, the SEC states that, as part of its
examination process, the SEC will review, “Firm policies
and procedures related to enterprise data loss prevention
and information related to . . . data mapping, with particular
emphasis on understanding information ownership and how
the firm documents or evidences PII.”

Preservation is a critical workstream during a cyber-attack
because incident responders will be scrutinizing every byte
of data, including any fragments, artifacts or remnants left by
the attacker in all sectors of any relevant device, including
“deleted recoverable files,” “unallocated and slack space”
or the boot sector. These artifacts can include: Internet
addresses; computer names; malicious file names; system
registry data; user account names; and network protocols.
Unfortunately, preserving ESI after a cyber-attack can
quickly become a challenging, costly and resource-intensive
task. Most companies have ESI in so many locations (both
physical and virtual) that, after a cyber-attack, it becomes
an onerous struggle to locate and preserve relevant ESI and
to piece together information about sometimes complex
and disparate systems – all under the intense pressure of
an active digital forensic investigation (rife with serious
consequences for error or omission).
To avoid these data preservation obstacles and challenges,
the most well-run companies establish sophisticated and
intelligent data classification schemes; for example, parsing
data sets into:

Data mapping can be one of the more challenging tasks
for any organization, especially an organization that has
merged or otherwise combined with other organizations
over time, creating large and unwieldy legacy systems
(which are still valuable to cyber-attackers).

Creating an accurate data
map for a company is
imperative; before a company
can figure out how to protect
its data, the company needs
to know where that data is.
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The amount of ESI created in the normal course of business
continues to increase while the sources of data continue to
expand as well. Even worse, ESI no longer resides solely
(and neatly) on corporate servers, but now may also reside
in the cloud, mobile devices, laptops, tablets and the like.
Nonetheless, creating an accurate data map for a company is
imperative; before a company can figure out how to protect
its data, the company needs to know where that data is.
Akin to a family’s effort at spring cleaning, data mapping
also facilitates the destruction of ESI that a company
no longer needs, eliminating the risk of, and the costs
associated with, needless ESI retention.
Boards should identify which IT systems and data sets
are most valuable to a company’s business and discuss
their classification scheme in detail. Boards should also
vigorously query how a company handles sensitive types
of data, such as such as energy, transportation, financial
institutions, health care, defense contracting, education and
telecommunications and other specially protected data-sets.

Boards should also seek documentation concerning
a company’s administrative, technical and physical
information security controls protecting the most critical
business data-sets, including physical measures and
technical measures such as logging, boundary and malware
defense, data encryption, intrusion detection systems,
anomalous event monitoring, cloud use, software patching
and access controls.

Boards should identify which
IT systems and data sets are
most valuable to a company’s
business and discuss their
classification scheme in detail.

Encryption
The ancient Greeks were the first to utilize codes,
called ciphers, to transpose or replace letters and
numbers. And for centuries, cryptology became a
widely adopted means used to transmit military secrets
securely. Now computers, and not people, execute
encryption technologies.

Encryption is the most widely
used form of data security,
because its cipher text and
coding make it more difficult
to crack than basic passwordprotected information.
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Encryption is the process of taking data that is readable
and making it unreadable to humans. Encryption is made
possible by using algorithms to create complex codes out
of simple data, effectively making it more difficult for
cyber-attackers to gain access to the information. Only
with the correct encryption “key” can a user quickly decrypt
the information, or put it back into its original form. The
decryption key is another algorithm that reverses the
process of the encryption algorithm.
According to Florida Tech University, encryption is the
most widely used form of data security, because its
cipher text and coding make it more difficult to crack
than basic password-protected information. By turning
the most important and confidential data into an illegible
heap, encryption has become one of the most useful and
widespread strategies to help counter cyber-attacks.
Encryption is an important consideration for information
that is transmitted, as well as stored, and also critical
for devices, such as laptops, mobile phones and tablets.

stored on a laptop. In another case, FINRA sanctioned a
firm for, among other things, failing to encrypt a database
containing nonpublic customer information, even though it
was connected to the Internet via a persistent connection.

Encrypting devices in particular is a relatively easy step
that can dramatically mitigate the risk to critical company
or customer data.
While a company’s IT employees may dislike encryption
(because encryption systems require constant maintenance),
and while company employees may dislike encryption
(because it can slow down, disrupt and complicate
communications lines), encryption is typically a company’s
last line of defense from cyber-attacks. Even if hackers
break through firewalls, passwords and anti-spyware
software, encryption is still in place to keep them from
viewing the protected data.

Although regulators like FINRA and the SEC have yet
to proclaim specifically that encryption is a universal
obligation, FINRA disciplinary actions, FINRA cybersecurity
guidance and SEC cybersecurity guidance suggest that
FINRA and the SEC may view encryption as necessary to
protect nonpublic customer information under certain facts
and circumstances.
Encryption, while not a panacea, is a powerful (and
relatively inexpensive) data security tool, and boards should
make sure that a company has implemented encryption
correctly, strongly and thoughtfully.

For example, an internal company probe at Target following
the breach of 40 million customers’ information found that
once an intruder entered Target’s system, the intruder had
access to everything – from the deli meat scales to the
cash registers – because there were no controls such as
encryption limiting such access.

For instance, boards should probe the specifics of a
company’s encryption practices, including whether
information is encrypted at rest; whether information
is encrypted when transmitted to or from third parties
(including vendors); and whether cryptographic keys are
properly managed.

But encryption tools and solutions vary tremendously and
are all different. For instance, with respect to email, many
encryption products are available – from the super technical
to the more basic. Options include utilizing a third-party
service to encrypt the content of company messages,
encrypting email database/file systems and encrypting
emails in transit. Even operating systems, including for
Macs, come with encryption options. Encryption products
also can log all file access, and analyze and report
unauthorized use or unusual activity or anomalies.

In particular, boards should confirm that a company uses
a secure location in which to keep its encryption keys,
ensuring that access is limited to only those authorized. A
secondary, protected site should be chosen for the backup
key, and these locations should be maintained for the life of
the secured information and its connected key. Companies
should employ key management solutions as well as key
vaults, which can provide the appropriate technological
environment to safeguard keys.

Merely encrypting sensitive data is not enough; the type
of encryption is of equal importance. Plenty of weak
and easily cracked encryption implementations are in the
marketplace. Not much is accomplished when a company
encrypts customer data and then an attacker identifies
(or determines) encryption keys because of an outdated
or flawed algorithm.
The implementation is also critically important. A company
could choose the most robust encryption algorithms and
yet unknowingly expose the encryption keys somewhere
else (e.g., in an insecure keystone or an easily crackable
encrypted Excel spreadsheet) and allow an attacker to
access and exfiltrate sensitive customer data. Companies
should be sure to consult with a trusted encryption
expert before any encryption implementation, procurement
or rollout.
Encryption is also fast becoming a regulatory expectation,
if not a requirement. For example, FINRA has brought
disciplinary actions against two firms for, among other
things, failing to encrypt nonpublic customer information
and thus exposing such information to the risk of
unauthorized access. Specifically, FINRA charged one firm
for failing to encrypt “sensitive” customer information

Boards also should glean details about the algorithm being
utilized from a company’s encryption vendor. Although
there are overarching requirements for primary encryption
algorithms, some providers can take liberties with how they
apply the standards, which can affect the strength of the
protection the encryption provides. Other considerations
affecting the robustness of algorithms include the speed
of encryption, memory usage, cost, openness and range of
application coverage; factoring in these essentials helps
guarantee that the proper algorithm is in place.

Even if hackers break through
firewalls, passwords and antispyware software, encryption
is
still in place to keep them from
viewing the protected data.
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Final Thoughts on a Board’s Cybersecurity
Oversight Responsibilities
Formerly looked upon as the problem of the IT director,
cybersecurity has quickly evolved into a board issue and
responsibility, which the board has a fiduciary duty to
understand and oversee. In the aftermath of a corporate
cyber-attack, boards and the companies they govern
are subjected to immediate public scrutiny and, in many
cases, unwarranted criticism. This new cyber-reality has
essentially removed the distinction between board member
and IT executive, with cybersecurity emerging as a key
corporate risk area.
Regulators are also chiming in concerning board oversight.
For instance, in a speech on boards and cybersecurity,
then SEC Commissioner Luis Aguilar warned an audience
of corporate board members:

"Good boards also recognize the need to adapt to new

circumstances — such as the increasing risks of cyberattacks. To that end, board oversight of cyber-risk
management is critical to ensuring that companies are
taking adequate steps to prevent, and prepare for, the
harms that can result from such attacks. There is no
substitution for proper preparation, deliberation, and
engagement on cybersecurity issues. Given the heightened
awareness of these rapidly evolving risks, directors
should take seriously their obligation to make sure that
companies are appropriately addressing those risks."

Boards must recognize that the public’s view of cyber-attack
victims is less about understanding and sympathy, and
more about anger, suspicion and finger-pointing. The world
of incident response is an upside-down one: rather than
being treated like criminal victims, companies experiencing
data breaches are often treated like criminals, becoming
defendants in federal and state enforcement actions, class
actions and other proceedings. And given in particular
the 47 or so separate state privacy regimes, together with
a growing range of federal agency jurisdiction, instead of
accepting a helping hand, cyber-attack victims are instead
accepting service of process of multiple subpoenas.

addressing cybersecurity. For corporations, this is the
dawning of a new era of data breach and incident response,
where trying to avert a cyber-attack is like trying to
prevent a kindergartener from catching a cold during
the school year.
Cybersecurity risk has clearly elevated itself to the
top of corporate agendas and the reality is that boards
must engage in thoughtful and rigorous supervision of a
company’s cybersecurity planning and incident response.
Moreover, boards may soon have little choice but to take
these steps, not merely to protect their companies but
also to protect themselves. Given the current class action
litigation landscape relating to cybersecurity issues, data
security incidents not only create regulatory and other
legal liability for corporations but they can also create
personal liability for board members.
For instance, in late February 2017, a group of Yahoo
shareholders, guided by the Oklahoma Firefighters Pension
and Retirement System, sued Yahoo, as well as some of
its executives and board members, including the chairman
of its Board of Directors, co-founder, and current CEO,
for breach of their fiduciary duty to the shareholders
stemming from the Yahoo data breaches.
For board members worried about taking on the technical
challenges of data security, there is no need to panic.
Cybersecurity engagement for boards does not mean that
they must obtain computer science degrees or personally
supervise firewall implementation and intrusion detection
system rollouts.
By approaching cyber in much the same way they
approach other areas of risk under their purview – with
vigorous, skeptical, intelligent, independent and methodical
administration and inquiry – boards will not just execute
upon their newfound cyber-jurisdiction, they might actually
grow to embrace it (just like they do with financial audit
and oversight).

These harsh realities together with the spate of large scale
and headline grabbing cyber-attacks experienced in the
past year (and that most experts believe that this is just
the beginning of a new era of cybersecurity defense), mean
that boards will become much more actively involved in
ensuring the organizations they oversee are adequately
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